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Two-Level Generalization in Federated Learning (FL)

K participating clients {µi}K
i=1 ∼ D

Each local learning algorithm Ai : Zn → W i.e. mapping Si = {Zi,j}n
j=1 ∼ µi to a

local model Wi.
Central server: merging {Wi}K

i=1 to obtain W

Generalization Error:
ED(A) =EW [LD(W )] − EW,µ[K]

[
Lµ[K](W )

]︸ ︷︷ ︸
EPG(A):Participation Gap

+EW,µ[K]

[
Lµ[K](W )

]
− EW,S [LS(W )]︸ ︷︷ ︸

EOG(A):Out-of-Sample Gap

.

LD(w) , Eµ∼DEZ∼µ [`(w, Z)]: global true risk
Lµ[K](w) , 1

K

∑K
i=1 EZ ′

i∼µi
[`(w, Z ′

i)]: average client true risk
LS(w) , 1

Kn

∑K
i=1
∑n

j=1 `(w, Zi,j): average client empirical risk

Superclient and Supersample Construction in FL

Similar to [4], we construct superclient µ̃ and supersamples Z̃:

Meta-Distribution D

Superclient µ̃
Draw K × 2 clients
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e.g., Supersample Z̃ i,Vi ∼ µ̃i,Vi
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Main Contributions
We derive the first CMI-based bound for FL, consisting of two terms: (i) the
CMI between the hypothesis and the Bernoulli variable governing client
participation, and (ii) the CMI between the hypothesis and the Bernoulli variable
governing training data membership.
We derive evaluated CMI (e-CMI) bounds, which recover the best-known FL
convergence rate in the low empirical risk regime, and are easy to measure.
For model averaging and structured loss functions, we obtain fast-rate
convergence w.r.t. the number of participating clients

Conditional Mutual Information Bounds for FL

Lemma 1 (informal): Symmetric Properties

EPG(A) = 1
K

K∑
i=1

E
[
(−1)Vi

(
`(W, Z̃ i,1

1,U
i,1
1

) − `(W, Z̃ i,0
1,U

i,0
1

)
)]

EOG(A) = 1
Kn

K∑
i=1

n∑
j=1

E
[
(−1)U

i,Vi
j

(
`(W, Z̃ i,Vi

j,1 ) − `(W, Z̃ i,Vi

j,0 )
)]

First CMI Bound

Assume the loss ∈ [0, 1]

|ED(A)| ≤

√
2I(W ; V |Z̃, U)

K
+

√
2I(W ; U |Z̃, V )

Kn
.

⇓
Differential Privacy (DP) & Generalization

I(W ; V |Z̃, U)
K

≤ min{ε′, (eε′ − 1)ε′}
K

if the overall algorithm is ε′-DP,

I(W ; U i,Vi|Z̃ i, Vi)
n

≤ min{εi, (eεi − 1)εi}
n

if Ai is εi-DP.

If all clients have the same µ, we have |ED(A)| ≤
√

2I(W ;U |Z̃)
Kn .

High Probability CMI Bound

W.p. ≥ 1 − δ under the draw of (Z̃, U, V ), gen. error of FL is upper bounded by√√√√DKL

(
PW |Z̃,U,V ||PW |Z̃,U

)
+ log

√
K
δ

K − 1
+

√√√√DKL

(
PW |Z̃,U,V ||PW |Z̃,V

)
+ log

√
Kn
δ

Kn − 1
.

Fast-rate CMI BoundS

There exist constants
C1, C2, C3, C4 ∈ {C1, C2 > 1, C3, C4 > 0|e−2C3C1 + e2C3 ≤ 2, e−2C4C2 + e2C4 ≤ 2}
s.t.

EW [LD(W )] ≤ C1C2EW,S [LS(W )] + I(W ; V |Z̃, U)
C3K

+ C1I(W ; U |Z̃, V )
C4Kn

.

Following [5], let

L̄+
i = `(W, Z̃ i,0

1,U
i,0
1

)

Li+
j = `(W, Z̃ i,Vi

j,0 )
, we also have an e-CMI bound

EW [LD(W )] ≤ C1C2EW,S [LS(W )] +
K∑

i=1

I(L̄+
i ; Vi)

C3K
+

K∑
i=1

n∑
j=1

C1I(Li+
j ; U i,Vi

j |Vi)
C4Kn

.

If EW,S [LS(W )] is small, then achieving fast rate O
( 1

K + 1
Kn

)
e-CMI is easy to estimate in practice (e.g., MI between one-dimensional R.V.’s)

Extension: CMI Bounds for Model Aggregation in FL

Following FedAvg algorithm [3], the aggregation is W = 1
K

∑K
i=1 Wi.

Bregman Divergence Loss

Similar to [1], consider a Bregman divergence loss:
Df(x, y) , f (x) − f (y) − 〈∇f (y), x − y〉 for a strictly convex function f .
Let `(w, z) = Df(w, z), under some sub-Gaussian conditions,

|ED(A)| . 1
K2

K∑
i=1

EZ̃ i,U i

√
I Z̃ i,U i(Wi; Vi) + 1

K2n

K∑
i=1

n∑
j=1

EZ̃ i,Vi

√
I Z̃ i,Vi(Wi; U i,Vi

j ).

Now based on local CMI terms (i.e., CMI based on Wi)!
If each client i can only transmit B bits of information to the central server, then

|ED(A)| ≤ O

(√
B

K
+ 1

K

√
B

n

)
.

=⇒ Fast-rate behavior w.r.t. the number of clients.

Smooth and Strongly Convex Loss

Similar to [2], let ` be smooth and strongly convex, and let ξi,j = E [`(W, Zi,j)].
If Ai is an interpolating algorithm (i.e. achieving zero local training loss),

|EOG(A)|≤ 1
K3n

K∑
i=1

n∑
j=1

I(Wi; U i,Vi

j |Z̃ i, Vi)+
1

K2n

K∑
i=1

n∑
j=1

√
ξi,jI(Wi; U i,Vi

j |Z̃ i, Vi).

(i) Even faster decay rate for |EOG(A)|. (ii) Data heterogeneity captured by ξi,j.

Empirical Results
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Figure 1. Verification of bounds on MNIST and CIFAR-10.
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